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DIRECTIVE

NUMBER 5200.30
March 21, 1983
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SUBJECT: Guidelines for Systematic Declassification Review of Classified
Information in Permanently Vauable DoD Records

References. (@) DoD Directive 5200.30, "Guidelines for Systematic Review of
20-Y ear-Old Classified Information in Permanently Vauable DoD
Records,” September 9, 1981 (hereby cancel ed)
(b) Executive Order 12356, "Nationa Security Information,” April 2, 1982
(c) Information Security Oversight Office Directive No. 1 Concerning
National Security Information, June 23, 1982
(d) through (g), see enclosure 1

1. REISSUANCE AND PURPOSE

This Directive reissues reference (a); establishes procedures and assigns
responsibilities for the systematic declassification review of information classified
under references (b) and (c), DoD Directive 5200.1 and DoD 5200.1-R (references (d)
and (e)), and prior orders, Directives, and Regulations governing security classification;
and implements section 3.3. of reference (b).

2. APPLICABILITY AND SCOPE

2.1. This Directive applies to the Office of the Secretary of Defense (OSD) and to
activities assigned to the OSD for administrative support, the Military Departments, the
Organization of the Joint Chiefs of Staff, the Unified and Specified Commands, and the
Defense Agencies (hereafter referred to collectively as "DoD Components').
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2.2. This Directive applies to the systematic review of permanently vauable
classified information, developed by or for the Department of Defense andits
Components, or its predecessor Components and activities, that is under the exclusive
or final origina classification jurisdiction of the Department of Defense.

2.3. Its provisions do not cover Restricted Dataor Formerly Restricted Data under
the Atomic Energy Act of 1954 (reference (f)) or information in non-permanent
records.

2.4. Systematic declassification review of records pertaining to intelligence
activities (including specia activities) or intelligence sources or methods shall be in
accordance with special procedures issued by the Director of Central Intelligence.

3. DEFINITIONS

3.1. Cryptologic Information. Information pertainingto or resulting from the
activities and operations involved in the production of signals intelligence (SIGINT) or
to the maintenance of communications security (COMSEC).

3.2. Foreign Government Information. Information that is provided to the United
States by aforeign government or governments, an international organization of
governments, or any element thereof with the expectation, expressed or implied, that the
information, the source of the information, or both are to be held in confidence; or
produced by the United States pursuant to or as aresult of ajoint arrangement with a
foreign government or governments, an international organization of governments, or
any element thereof requiring that the information, the arrangement, or both are to be
held in confidence.

3.3. Intelligence Method. Any process, mode of analysis, means of gathering data,
or processing system or equipment used to produce intelligence.

3.4. Intelligence Source. A person or technical means that provides intelligence.

4. POLICY

It is the policy of the Department of Defense to ensure that information that warrants
protection against unauthorized disclosure is properly classified and safeguarded as well
as to facilitate the flow of unclassified information about DoD operations to the public.
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5. PROCEDURES

5.1. DaoD classified information that is permanently valuable, as defined by 44
U.S.C. 2103 (reference (g)), that has been accessioned into the National Archives of
the United States, will be reviewed systematically for declassification by the Archivist
of the United States, with the assistance of the DoD personnel designated for that
purpose, as it becomes 30 years old; however, file series concerning intelligence
activities (including special activities) created after 1945, intelligence sources or
methods created after 1945, and cryptology records created after 1945 will be reviewed
as they become 50 years old.

5.2. All other DoD classified information and foreign government information that
Is permanently valuable and in the possession or control of the DoD Components,
including that held in Federal records centers or other storage areas, may be reviewed
systematically for declassification by the DoD Component exercising control of such
information.

5.3. DoD classified information and foreign government information in the
possession or control of the DoD Components shall be declassified when they become
30 years old, or 50 years old in the case of DoD intelligence activities (including
special activities) created after 1945, intelligence sources or methods created after
1945, or cryptology created after 1945, if they are not within one of the categories
specified in enclosure 2 or 3.

5.4. Systematic review for declassification shall be in accordance with procedures
contained in DoD 5200.1-R (reference (€)). Information that falls within any of the
categories in enclosures 2 and 3 shall be declassified if the designated DoD reviewer
determines, in light of the declassification considerations contained in enclosure 4, that
classification no longer is required. Inthe absence of such adeclassification
determination, the classification of the information shall continue as long as required by
national security considerations.

5.5. Before any declassification or downgrading action, DoD information under
review should be coordinated with the Department of State on subjects cited in
enclosure 5, and with the Central intelligence Agency (CIA) on subjects cited in
enclosure 6.
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6. RESPONSIBILITIES

6.1. The Deputy Under Secretary of Defense for Policy shall:

6.1.1. Exercise oversight and policy supervision over the implementation of
this Directive.

6.1.2. Request the DoD Components to review enclosures 2 and 4 of this
Directive every 5 years.

6.1.3. Revise enclosures 2 and 4 to ensure they meet DoD needs.

6.1.4. Authorize, when appropriate, other Federal Agencies to apply this
Directive to DoD information in their possession.

6.2. The Head of each DoD Component shall:

6.2.1. Recommend changes to the enclosures of this Directive.

6.2.2. Propose, with respect to specific programs, projects, and systems under
his or her classification jurisdiction, supplements to enclosures 2 and 4 of this
Directive.

6.2.3. Provide advice and designate experienced personnel to provide timely
assistance to the Archivist of the United States in the systematic review of records
under this Directive.

6.3. The Director, National Security Agency/Chief, Central Security Service
(NSA/CSS), shall develop, for approval by the Secretary of Defense, special procedures
for systematic review and declassification of classified cryptologic information.

6.4. The Archivist of the United Statesis authorized to apply this Directive when
reviewing DaD classified information that has been accessioned into the Archives of the
United States.
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7. EFFECTIVE DATE

This Directive is effective immediately.
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PAUL THAYER
Deputy Secreltéiry of Defense

Enclosures - 6
El. References, continued
E2. Categories of Information That Require Review Before Declassification

E3. Genera Guidelines for Systematic Declassification Review of Foreign
Government Information

E4. Declassification Considerations
ES. Department of State Areas of Interest
E6. Central Intelligence Agency Areas of Interest
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E1l. ENCLOSURE 1
REFERENCES, continued

(d) DoD Directive 5200.1, "DoD Information Security Program,” June 7, 1982
(e) DoD 5200.1-R, "Information Security Program Regulation, August 1982
(f) Public Law 83-703, Atomic Energy Act of 1954

(g) Section 2103 of title 44, United States Code

6 ENCLOSURE 1
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E2. ENCLOSURE 2

CATEGORIES OF INFORMATION THAT REQUIRE REVIEW BEFORE
DECLASSFICATION

E2.1.1. Thefollowing categories of information shall be reviewed systematically
for declassification by designated DoD reviewers in accordance with this Directive:

E2.1.1.1. Nuclear propulsion information.

E2.1.1.2. Information concerning the establishment, operation, and support of
the U.S. Atomic Energy Detection System.

E2.1.1.3. Information concerning the safeguarding of nuclear materials or
facilities.

E2.1.1.4. Information that could affect the conduct of current or future U.S.
foreign relations. (Also see enclosure 5.)

E2.1.1.5. Information that could affect the current or future military
usefulness of policies, programs, weapon systems, operations, or plans when such
information would reveal courses of action, concepts, tactics, or techniques that are
used in current operations plans.

E2.1.1.6. Research, development, test, and evaluation (RDT&E) of chemical
and biological weapons and defensive systems; specific identification of chemical and
biological agents and munitions; chemical and biological warfare plans; and U.S.
vulnerability to chemical or biological warfare attack.

E2.1.1.7. Information about capabilities, installations, exercises, research,
development, testing and evaluation, plans, operations, procedures, techniques,
organization, training, sensitive liaison and relationships, and equipment concerning
psychological operations; escape, evasion, rescue and recovery, insertion, and infiltration
and exfiltration; cover and support; deception; unconventional warfare and special
operations; and the personnel assigned to or engaged in these activities.

E2.1.1.8. Information that reveals sources or methods of intelligence or
counterintelligence, counterintelligence activities, special activities, identities of
clandestine human agents, methods of special operations, analytical techniques for the
interpretation of intelligence data, and foreign intelligence reporting. Thisincludes
information that reveals the overall scope, processing rates, timeliness, and accuracy of

7 ENCLOSURE 2
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intelligence systems and networks, including the means of interconnecting such systems
and networks and their vulnerabilities.

E2.1.1.9. Information that relates to intelligence activities conducted jointly
by the Department of Defense with other Federal Agencies or to intelligence activities
conducted by other Federal Agencies inwhich the Department of Defense has provided
support. (Also see enclosure 6.)

E2.1.1.10. Airborne radar and infrared imagery.
E2.1.1.11. Information that reveals space system:

E2.1.1.11.1. Design features, capabilities, and limitations (such as
anti-jam characteristics, physical survivahility features, command and control design
details, design vulnerabilities, or vital parameters).

E2.1.1.11.2. Concepts of operation, orbital characteristics, orbital
support methods, network configurations, deployments, ground support facility
|locations, and force structure.

E2.1.1.12. Information that reveals operational communications equipment
and systems:

E2.1.1.12.1. Electronic counter-countermeasures (ECCM) design
features or performance capabilities.

E2.1.1.12.2. Vulnerability and susceptibility to any or all types of
electronic warfare.

E2.1.1.13. Information concerning electronic intelligence, telemetry
intelligence, and el ectronic warfare (electronic warfare support measures, electronic
countermeasures (ECM), and ECCM) or related activities, including:

E2.1.1.13.1. Information concerning or revealing nomenclatures,
functions, technical characteristics, or descriptions of foreign communications and
electronic equipment, its employment or deployment, and its association with weapon
systems or military operations.

E2.1.1.13.2. Information concerning or revealing the processes,

techniques, operations, or scope of activities involved in acquiring, analyzing, and
evaluating the above information, and the degree of success obtained.

8 ENCLOSURE 2



DODD 5200.30, March 21, 1983

E2.1.1.14. Information concerning Department of the Army systems listed in
attachment E2.A L.

E2.1.1.15. Information concerning Department of the Navy systems listed in
attachment E2.A2.

E2.1.1.16. Information concerning Department of the Air Force systems
listed in attachment E2.A3.

E2.1.1.17. Cryptologic information (including cryptologic sources and
methods). This includes information concerning or revealing the processes, techniques,
operations, and scope of SIGINT comprising communications intelligence, electronics
intelligence, and telemetry intelligence; and the cryptosecurity and emission security
components of COMSEC, including the communications portion of cover and deception
plans.

E2.1.1.17.1. Recognition of cryptologic information may not aways be
aneasy task. There are severa broad classes of cryptologic information, as follows:

E2.1.1.17.1.1. Those that relate to COMSEC. Indocumentary form,
they provide COMSEC guidance or information. Many COM SEC documents and
materials are accountable under the Communications Security Material Control
System. Examples are items bearing transmission security (TSEC) nomenclature and
crypto keying material for use in enciphering communications and other COMSEC
documentation such as National COMSEC Instructions, National COM SEC/Emanations
Security (EMSEC) Information Memoranda, National COM SEC Committee Policies,
COMSEC Resources Program documents, COM SEC Equipment Engineering Bulletins,
COM SEC Equipment System Descriptions, and COMSEC Technical Bulletins.

9 ENCLOSURE 2
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E2.1.1.17.1.2. Those that relate to SIGINT. These appear as reports
in various formats that bear security classifications, sometimes followed by five-letter
code words (World War 1I's ULTRA, for example) and often carrying warning caveats
such as "This document contains code word materia" and "Utmost secrecy is
necessary..." Formats may appear as messages having addressees, "from" and "to"
sections, and as summaries with SIGINT content with or without other kinds of
intelligence and comment.

E2.1.1.17.1.3. RDT&E reports and information that relate to either
COMSEC or SGINT.

E2.1.1.17.2. Commonly used words that may help in identification of
cryptologic documents and materials are "cipher," "code," "code word," *communications
intelligence” or "COMINT," " communications security” or "COMSEC," "cryptanaysis,”
"crypto," "cryptography,” " cryptosystem,” "decipher," "decode," "decrypt," " direction finding,"
"electronic intelligence" or "ELINT," "electronic security," "encipher," "encode," "encrypt,"
"Iintercept," "key book," "signas intelligence” or "SIGINT,""signa security," and
"TEMPEST."

Attachments - 3
E1.Al. Department of the Army Systems
E2.A2. Department of the Navy Systems
E3.A3. Department of the Air Force Systems

10 ENCLOSURE 2
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E2.A1l. ATTACHMENT 1 TO ENCLOSURE 2

CATEGORIES OF INFORMATION THAT REQUIRE REVIEW BEFORE
DECLASSFICATION DEPARTMENT OF THE ARMY SYSTEMS

E2.A1.1.1. Thefollowing categories of Army information shall be reviewed
systematically for declassification by designated DoD reviewers in accordance with this
Directive.

E2.A1.1.1.1. Balistic Missile Defense (BMD) missile information, including
the principle of operation of warheads (fuzing, arming, firing, and destruct operations);
quality or reliability requirements; threat data; vulnerability; ECM and ECCM; details of
design, assembly, and construction; and principle of operations.

E2.A1.1.1.2. BMD systems data, including the concept definition (tentative
roles, threat definition, and analysis and effectiveness); detailed quantitative technical
system description-revealing capabilities or unique weaknesses that are exploitable;
overall assessment of specific threat-revealing vulnerability or capability; discrimination
technology; and details of operational concepts.

E2.A1.1.1.3. BMD optics information that may provide signature
characteristics of U.S. and United Kingdom ballistic weapons.

E2.A1.1.1.4. Shaped-charge technology.

E2.A1.1.1.5. Fleshettes.

E2.A1.1.1.6. M380 Beehive round.

E2.A1.1.1.7. Electromagnetic propulsion technology.
E2.A1.1.1.8. Space weapons concepts.

E2.A1.1.1.9. Radar-fuzing programs.

E2.A1.1.1.10. Guided projectiles technology.

E2.A1.1.1.11. ECM and ECCM to weapons systems.
E2.A1.1.1.12. Armor materials concepts, designs, or research.

E2.A1.1.1.13. 2.75-inch Rocket System.

11 ENCLOSURE 2, ATTACHMENT 1
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E2.A1.1.1.14. Air Defense Command and Coordination System (AN/TSQ-51).
E2.A1.1.1.15. Airborne Target Acquisition and Fire Control System.
E2.A1.1.1.16. Chaparra Missile System.

E2.A1.1.1.17. Dragon Guided Missile System Surface Attack, M47.
E2.A1.1.1.18. Forward AreaAlerting Radar (FAAR) System.

E2.A1.1.1.19. Ground laser designators.

E2.A1.1.1.20. Hawk Guided Missile System.

E2.A1.1.1.21. Heliborne, Laser, Air Defense Suppression and Fire and Forget
Guided Missile System (HELLFIRE).

E2.A1.1.1.22. Honest John Missile System.
E2.A1.1.1.23. Lance Field Artillery Missile System.
E2.A1.1.1.24. Land Combat Support System (LCSS).

E2.A1.1.1.25. M22 (SS-11 ATGM) Guided Missile System, Helicopter
Armament Subsystem.

E2.A1.1.1.26. Guided Missile System, Air Defense (NIKE HERCULES with
Improved Capabilities with HIPAR and ANTIJAM Improvement).

E2.A1.1.1.27. Patriot Air Defense Missile System.
E2.A1.1.1.28. Pershing IA Guided Missile System.
E2.A1.1.1.29. Pershing Il Guided Missile System.

E2.A1.1.1.30. Guided Missile System, Intercept Aerial M41 (REDEYE) and
Associated Equipment.

E2.A1.1.1.31. U.S Roland Missile System.

E2.A1.1.1.32. Sergeant Missile System (less warhead) (as pertains to
electronics and penetration aids only).

12 ENCLOSURE 2, ATTACHMENT 1
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E2.A1.1.1.33. Shillelagh Missile System.
E2.A1.1.1.34. Stinger/Stinger-Post Guided Missile System (FIM-92A).

E2.A1.1.1.35. Terminaly Guided Warhead (TWG) for Multiple Launch
Rocket System (MLRS).

E2.A1.1.1.36. TOW Heavy Antitank Weapon System.

E2.A1.1.1.37. Viper Light Antitank/Assuat Weapon System.

13 ENCLOSURE 2, ATTACHMENT 1
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E2.A2. ATTACHMENT 2 TO ENCLOSURE 2

CATEGORIES OF INFORMATION THAT REQUIRE REVIEW BEFORE
DECLASSFICATION DEPARTMENT OF THE NAVY SYSTEMS

The following categories of Navy information shall be reviewed systematically for
declassification by designated DoD reviewers in accordance with this Directive.

E2.A2.1.1. Naval nuclear propulsion information.
E2.A2.1.2. Conventional surface ship information:
E2.A2.1.2.1. Vulnerabilities of protective systems, specifically:

E2.A2.1.2.1.1. Passive protection information concerning ballistic
torpedo and underbottom protective systems.

E2.A2.1.2.1.2. Weapon protection requirement levels for conventional,
nuclear, biological, or chemical weapons.

E2.A2.1.2.1.3. Genera arrangements, drawings, and booklets of genera
plans (applicable to carriers only).

E2.A2.1.2.2. Ship-silencing information relative to:
E2.A2.1.2.2.1. Signatures (acoustic, seismic, infrared, magnetic
(including alternating magnetic (AM)), pressure, and underwater electric potential
(UEP)).

E2.A2.1.2.2.2. Procedures and techniques for noise reduction pertaining
to anindividua ship's component.

E2.A2.1.2.2.3. Vibration datarelating to hull and machinery.
E2.A2.1.2.3. Operational characteristics related to performance as follows:
E2.A2.1.2.3.1. Endurance or total fuel capacity.

E2.A2.1.2.3.2. Tactical information, such as times for ship turning, zero
to maximum speed, and maximum to zero speed.

14 ENCLOSURE 2, ATTACHMENT 2
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E2.A2.1.3. All information that is uniquely applicable to nuclear-powered surface
ships or submarines.

E2.A2.1.4. Information concerning diesel submarines as follows:
E2.A2.1.4.1. Ship-silencing dataor acoustic warfare systems relative to:
E2.A2.1.4.1.1. Overside, platform, and sonar noise signature.
E2.A2.1.4.1.2. Radiated noise and echo response.
E2.A2.1.4.1.3. All vibration data

E2.A2.1.4.1.4. Seismic, magnetic (including AM), pressure, and UEP
signature data.

E2.A2.1.4.2. Details of operational assignments, that is, war plans,
antisubmarine warfare (ASW), and surveillance tasks.

E2.A2.1.4.3. General arrangements, drawings, and plans of SS563 class
submarine hulls.

E2.A2.1.5. Sound Surveillance System (SOSUS) data.

E2.A2.1.6. Information concerning mine warfare, mine sweeping, and mine
countermeasures.

E2.A2.1.7. ECM or ECCM features and capabilities of any electronic equipment.
E2.A2.1.8. Torpedo information as follows:

E2.A2.1.8.1. Torpedo countermeasures devices. T-MK6 (FANFARE) and
NAE beacons.

E2.A2.1.8.2. Tactical performance, tactical doctrine, and vulnerability to
countermeasures.

E2.A2.1.9. Design performance and functional characteristics of guided missiles,
guided projectiles, sonars, radars, acoustic equipment, and fire control systems.

15 ENCLOSURE 2, ATTACHMENT 2
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E2.A3. ATTACHMENT 3 TO ENCLOSURE 2

CATEGORIES OF INFORMATION THAT REQUIRE REVIEW BEFORE
DECLASSFICATION DEPARTMENT OF THE AIR FORCE SYSTEMS

The Department of the Air Force has determined that the categories identified in
enclosure 2 of this Directive shall apply to Air Force information.

16 ENCLOSURE 2, ATTACHMENT 3
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E3. ENCLOSURE 3

Monday
January 31, 1983

Part i

Information Security
Oversight Office

MHatlonal Security information; General
Guidelinea for Systematic Declassiflcation
Review of Foreign Gavernment
information; Final Rule

17 ENCLOSURE 3
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Mationel Acchlves of the Uniled States
gre ancouruaed ‘o conduct eyetematic
declassification reviews of il i
accordance weth thae time limits
ppecilied in paregraph (B! of this
arclion. These reviaws shall compiy
with 1he provieiens of Exacutive Qrder
17354, the directivas of the laformarion
Secnrty Owsraight Office, these general
guldehnes, and apacilic ageacy
#yatematic review guldzlines that have
been issued-in congubatlon witk the
Archiviel of Lhe United States and ithe
[SCH ) Thraetar
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[d) Forezgn gavernment infotmatlan
Falling withn any of the categaties Leted
in § 2002.8 of theaa guidelites ehall ha
declasslbed ar downgraded anby upon
gpradic anthorzation of tha agency sl
has declassificutlon antherity over Lt
Such informatlon ahall be referred to the
responsible ageneyliea] for mikaw.
Tnfnrmation 99 referred shall remaic
glagoifiad until the responsible
grency|izs] has declaseiflad it. I the
responsible agency canool be readily

- |dentifiad from the documsn o7
reateral, teferral ahall be mede in
moeardance with § 20027 ol hese
guidelinea,

[3 Wlen required, 1he ageney having
declassilieation autharity over the
informetion shall consuli with foreign
grvernmeniy concerning | t4 proposed
declapgification.

g2om2s  Efiwet of publication

|a| Fereign governmhent injormation
ghgll be caneidered declasaified when
published I an unclassifled United
States Covernment axetulive branch
publication {e.g. the Facen Resations
of the Berted Siofea serea) of when
clrarad for publication by Untted Siates
Govermment sxecutive branch offfclale
authorized 1o declageily the information
or if officially published as wmclasaified
by the foregn govemment(s] ot
internatione| oreenization(a] of
governments that furnished Lhe
information unless the fact of the 115
Government's possrsaion of the
infarmaticn requires cantiouad
protecton,

[b] The unnfficial publicatizn. in the
United 51019 or ebroad, of lurwign
povenmenl information conlained [0
cliaasified United States or fore
documen 3 does nob in or of Ligetf
ronalitute or permit ihe decleaslfics tlon
of suek information. Adthough prior
unofficial pulheation is a factor ta be
eansidered in the syetematic review
pragess, there may be valid reasons fot
cuslinwed prvtection of the information
wihech could preclyde ita
declgesification. 1n particular, the
tlassificetion slaius of Toreign
yovernment infermatinn which concerna
or derives from inteltllpence actvities
[includimg spacial sclivilies]. intelligence
suurces or methods shall nat be affected
by any unofficiel publication of identical
or related Information, The final
dec!assification dalemmunaton ahall be
maste by the sgency or agenciss having
drclasmdication suthondy over it,

£ 20028 Calegorsss reguering Hanm-try-rtem
rawhbaw,

Fure:gn government infarmAtion
falling it the following categores
require fem-by-item raview [us

declisalfleation by agencies having
duclaglfication authority over ik

(8] Inforrnation exampled from
declassificalion woder any jeint
aTangement avicenced by aa exchange
of letsera, memoraodum ol
underatanding, or oiher written record,
witlh the foreign goversimeent ar
international crganizetion of
governmenis, or elenient[s] herect, thwl
furnfahed the indormatlon. Crueatons
concerning the existence or applicabillty
of such srrangerents shall be refarcad
1o the agmncy OF Agencies having
declassification anthority over the
records under raview,

[b] Informaetion related 1o the
s@feguerding of nuclesr materialy o
fazilltiea, foraign and domestic,
lngluding but nol necessarily limited 1o
vutnerehilitica and vulnerabilicy
aezasemanis of buclear facilifes and
Special Muclear Malerial,

{c] Muclear amoa rontml Infermation
{eee aieo parugraph (k] of this section).

[d} [nformation regarding fareign
nucleas programe [other than
“Restricled Dala” and “Formedy
Basiricted Dala™], soch as;

{11 Nuclear weapana 1esting-

{2] Muclear wespane atorega and
stackpile.

(%] Muclear weaapone effects, haminess,
and wulnerability,

[4] Muclear weapons pafety.

(5] Copperation in nuclear programs
including. Byt nat limiled ta, peaceful
and military applications of oucienr
energy.

18] Exploration, praduction end Import
of urenium gnd thorium from foraign
counknus,

(=} Infarmalion concerning
Intelligenee activilies [inciuding special
activities) or mieligene: or
counterintelligence sources or methada
including bak not limited re Intelilgence.
countapntelllgence end coverl aciton
programd, plans, policies, operalions, or
assessmenla: ar which wanld reveal or
identily:

[1] Any present, past or prospestve
undercover personnel. inslallalinn, unit,
ar clandeatine human agend. of the
Unlted Sietes ar & foreigo goveroment:

1% Any presenl. pasi or praspective
methed, procedare, Bods, technique or
requirement used or breing developed by
the United S1a%ea or by lareign
governments, individugally or lo
combination to produoce. #ogulre,
wranemil, anulyze. correlate. ansess,
gvaluate or process mtelligence or
ceunterimielligence, or lo supporl gn
imielligmnuy ur cuunterinieligance
saurce, cpecmiion, o activinn

3] The prepent, paat or propuessd
exiglepce of any joint Uniled States and
foreign goverament intelligence.
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counlerintelllgence, or covert action
acilivity ar facility, or the oature thareal,
(For guldanee oo prodecting 1mited
Gtatey foreign Inteiligence linison
retatlonahipe. see Director of Cenlral
[ntelllgence Directiva “Security
Claisiflgation Guidance and Ferelgn
Security Services.” effactve January 13.
1982.)

(F} Informetion that could result in or
lead vo actions which would place an
lodivldue! in jeopardy attribuizakle to
dlscionore of the information, including
but not lhmited 10

(1] Information identifring any
individual or prganizatlon s a
confideetial source of Intetligence or
counterintelligence,

13 Infunmnation revealing tha identily
of wn inlelllganee or cavert actlon agent
ar agnts,

18] informetion 1dentifying eny
Individeal or argamuzation weed lo
develop or soppert intelligence,
counterintelligenee, or cowvert action
agents, sourcad of activities,

(=) informatian ebout foreipn
indlvidusls, organizations or evenis
which il dirclosed. covid be expectend to

{1] Adversaly affscl w forelgn
LOULITY'e Or interne Honal organization’s
present or hutura relationg with the
Lnnied States.

(2} Adveraely Affect preasol ot future
eonfidentiai exchanges bawaen tha
United Sistes and any foreign
government or inla i tlanal
nrganizatian af govemments.

(b [nfortat o related 1o plans
(whether txecuted or not, whether
presented io whale ar in parl), programs.
operatione, negetiations, and
assessmeTts $hased by ooe or savaral
fersign governmenta wilh the United
Siates. including bud not limited to those
Invalving tha lemmiery, paliticel regume
or gavernment of Anather eoantey, and
which if diaclered could be expected to
advergely affect the conduet of S,
Fareign policy or the eanducl of snother
conatey's Soreign policy wilk respect to a
LkLrd GoumiTy or counines. Thig item
wuuld {nglode contigancy pians, plana
for covert pnlitical, military o
patamllltary activities or operallons by
& foreign yuverament acting alone or
jountly wilh the United Staics
Cavernment. and positiona ar actions
tekan by 4 loreign yovermment alone oc
joinlly wilfl the United Statas
cunes ming horder dispatas or other
teritnrlal sssues.

(i) [nfarmallor: concerning
arrangemeanis wilh regpect to foreign
basing of cryptolagic operatinna and/or
foreign policy consideratlons relating
thereio.
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|1 S bdic iafacmadion such as Mal
co=oermimy Apare. BnerEy. climalology.
O mEticAnen g, mantima, undermes.,
ancd polar arajects. e disclosere of
whirh cenld be expected bo adwarssly
affat ouerent and/er halure exchaoges
al wuih information be bween the Teited
S1azes and any farcign govercments or
imernational organizaicns of
Hewe lLments.

k| Informallan an foreign colicy
aspecis of muless matters, the
disclosure of which coutd be axpected o
adrersely allug suvperation batween
ome oo mare forsgn governments and

" the United States Covermnment.

(11 Information conceming plysical
seurity arcangemes’s, plana or
euipmen for safeguarding United
Stales Governmert ambassivs, Mizsions
or Zavilities abroad. the disclosure of
wiurch rondd reasnnably be cxpocted to
Initeagic the suinarahility of sued
facililies Ly penetraton, attack, lakes
gver, and the lika.

|m| Muclear propulsion informalien.

() Informalicn congermniog tha
astablishmenl, vperaiion, and support of
ruciear deteciion ayatems.

(] Enfrmation concecmlng or
revezling military or pacamilitary
wACaPE, 2VAEIDn, SOver af decephicn
plana. procedures, aod techoigues.
whedher execnted or not.

(p] Infarmation which could adversely
aFzgl the muren or future naeheiiness aof
mililary defense policies, programs,
wedpins systems, aperations, or plens,

(g Informalion cuneeming research,
develapment, testing and evalwation of
chermeal and binlogioe] wedpons and
defense syatema; apecific ientification
< cher.ocal and biologicai agents and
rumbiona: and chemical and binlogicel
warnse plans,

[r] Teelizaical infurmation conperning
weapony sysiema and military
cyuipotess 1hal reveals the capahilities,
limizations. or voloeruliililies of guch
Gyatems. of equipment tha conld Te
exploited 10 dealroy., counler, render
i etive or reutralize such waapuns
oF eCUIpmEnt.

(4] Cryplulogie nfarmation, including
CIVPIFGRIc puhed And methads.
cuarrenlly 1 use. Thia includes
informalion suscesing or revesling the
processes, iechiiquea, operatuna, and
acopa of signuls intelligence compriging
communications intelligumce. electronicy
inelligence. and teiemetry ntelligence,
the erytosecurity and emission sccoHty
companents of communicaliona sacurity,
and the communicalions porion of
cover and decaptien plans.

warlare [eaclame waTare seppur
mensurea, ¢l erbreni e sanniers
rnurtzEheasuTaal ar related ectivilics.
ineluding but ool necaszarily kmited Lo:

|11 Horeaclature, functions. 1echnicak
charagrarstics or descriptians of
connirunicelione and electronic
equiprment. ila employment!
development, and ils #ssocljon wilh
weRpoing eyatems or militaryr
ooerations.

(2] Tha processes, tecnigues,
vperalim ot seope of activities
invalved In the arquisition, analvaia end
pualuztion of guch informatien. and tha
degrer of surcess achieved oy 1he sbove
pmsesaes, techniquas. operations ar
garivitles.

|u] Presenl past ar pragnaed
protective intclligeace informatlan
relazng to the pouwrces. plaos,
techniguas, squipmenl A=d methnds
used in cartying cut egsigned duties of
protecting United States Government
ulficiabs or other protectees abroad and
foreign afficisls while n the United
States or United Siates possessions.
This includes information concemming
ihe idantification of wilneases,
infornants and persone suspacted of
bewg dengerous to persons under
pratectian -

[v] Ioformation vo deposits of Foregn
offic.al insfitutiend in nited Sralea
tierks and on foreign officlal
imsdilalions” huldings, purchases and
sales af [ong:1#stn rarkptakle secoritieg
in the Uniwed States-

{w] Information concerning economic
and palicy ¢tadies and sensitive
asgesgmants or ana'yees of econemic
conditigns, policies or activities of
feteagn epuniries or iniernazicoal
organizaliong ol governmenis received
theongh the Multilateral Deveiopment
Hanks and Funds ar through the
Imemations] Monetary Fund [IMF ) and
{ha Organizazion for Economic
Cooperation and Development (OELCD).

[#] Infeomalion deserbed in § 20026
{a| through [w] conlained in
corespondence, transeripls, memoronda

hetween the President of the Unlted
Elales or she Vice Presidest of 1he
Uruted Slates and fareign govermment
afflclals.

|v} Information deacribed in § 20026
(3] through [w) rontained o documents
grgnaigd by ar send ta the fAp=iatant o
the Pregident lor Nationat Security
Affaces, heg Deputy, meshars of the
maniand | Seeurty Cowncil staff, ot any
atier person o e White Houge or the
Frmoulive CIffice of the Presidant staffs

20

zerlorming nativnal secorsty Tupctioos.

[z] Frderal ageney noiginaled
documents bearlng Prasidential,
MNatlonal Se-iu,rily Cauoncil, or White
Haose or Executive Office af 1he
Prezident at=fts' comments raiating to
calegories of information dasaribed in
E 20076 (4] through [w].

[aa] Information aF drserhed in
§ M0206 2] Lhrough 1w contined Lo
carresponderce ta or from the Presidewl
ar the Vice President, including
backprovnd briefing memaranda and
talkting painta for meetings betwesn the
Pregldent ar the Vice President and
[ureigs government officisls, and
shacusalana of 1he timing and purposes
of such meetings.

{k-h? Tnfarmaticn as deacribed in
4 z2n02.6 [a) theough [w) contained in
agency massage traffic originated by
W'kate House or Executive Office of the
Presscone staff members but zent
through wgen Gy eomunpaiealion
netwrgrks.

32002 T  Relerra and decisinmn

o] When the identity of ke agencies
having declagsification avthgrity gver
[oreigs goverme nl minsmatinn is nod
appatent b the ageney holding the
information ur when reviewing wllicials
do not possess The requisile experise,
the information shall be ruleted for
review and a declassiiication
determination as follows:

[1] Categories 30026 (b through 1d])
Departmeni of Energy or Mhclear
Regolalory Cammisaion (pa
appropruale].

[2] Categaries 20026 (¢ and (.
Censral Intedligencse Agency.

[3F Categarias 20026 () throuyl (13
Department af State.

" 4] Covtegaries 20026 {m} through (1),
Oepuctunent of Defensze,

{5] Categaries 2002.6 [u) and Iw].
Department of tha Treazury.

18] Calegorivs 2002.8 (2] Huoogh Lb.
Mational Security Council.

(1] Reeferracs by agencies snall include
copies of 1he dacsmerta conigining the
foreign government Infarmation.
Agencias shall review the mfertad
decuments and prompily notafy the
Arcniviat of the United States of the
derlaszification determinalion.
Forwarded copies of the dacuroents
shall e masked to refacl any
downgrading ar declassiTeation action

aned shall Ly returned to the Mational
Archives.
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1 002A  Downgrading.

Forekgn gevermnenl informaticn
clagsified " Top Secre!” may by
downgraded Lo "Secrel” alfer 30 years
unless the agency with dechassificalicn
gutherily ouer il delermines on il owo.
or afler consullation. gf &ppropriale.
witi the [oreign government or
internationat arganizetion of
gowernments which furmished Lhe
Imfgrmalion. thal it fequires continued
prafection 1 the “Top Seeret” Ievel

Nated: [anyary I7. 1881
Staven Gadinhal,

Direcior frforaadiea Sacas'y Qvarsmh!
Lifree

1™ Juc. g JE14 Fibed 1e7-R1: HAS AT

MLLIE EO0E H2I-AFH
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E4. ENCLOSURE 4
DECLASSFICATION CONSIDERATIONS

E4.1.1. Technological developments; widespread public knowledge of the subject
matter; changes in military plans, operations, systems, or equipment; changes in the
foreign relations or defense commitments of the United States; and similar events may
bear upon the determination of whether information should be declassified. If the
responsible DoD reviewer decides that, in view of such circumstances, the public
disclosure of the information being reviewed no longer would result in damage to the
national security, the information shall be declassified.

E4.1.2. The following are examples of considerations that may be appropriate in
deciding whether information in the categories listed in enclosure 2 may be declassified
whenit is reviewed:

E4.1.2.1. Theinformation no longer provides the United States ascientific,
engineering, technical, operational, intelligence, strategic, or tactical advantage over
other nations.

E4.1.2.2. The operational military capability of the United States revealed by
the information no longer constitutes alimitation on the effectiveness of the Armed
Forces.

E4.1.2.3. Theinformation is pertinent to asystem that no longer is used or
relied on for the defense of the United States or its allies and does not disclose the
capabilities or vulnerabilities of existing operational systems.

E4.1.2.4. The program, project, or system information no longer reveals a
current weakness or vulnerability.

E4.1.2.5. The information pertains to an intelligence objective or diplomatic
initiative that has been abandoned or achieved and will no longer damage the foreign
relations of the United States.

E4.1.2.6. Theinformation reveals the fact or identity of aU.S. intelligence
source, method, or capability that no longer is employed and that relates to no current
source, method, or capability that upon disclosure could cause damage to national
security or place aperson inimmediate jeopardy.
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E4.1.2.7. Theinformation concerns foreign relations matters whose
disclosure can no longer be expected to cause or increase international tension to the
detriment of the national security of the United States.

E4.1.3. Declassification of information that reveals the identities of clandestine
human agents shall be accomplished only in accordance with procedures established by
the Director of Central Intelligence for that purpose.

E4.1.4. The NSA/CSSis the sole authority for the review and declassification of
classified cryptologic information. The procedures established by the NSA/CSSto
facilitate the review and declassification of classified cryptologic information are:

E4.1.4.1. COMSEC Documents and Materials

E4.1.4.1.1. If records or materials in this category are found in Agency
files that are not under COMSEC control, refer them to the senior COMSEC authority
of the Agency concerned or by appropriate channels to the following address:

National Security Agency
ATTN: Director of Policy (Q4)
Fort George G. Meade, MD 20755

E4.1.4.1.2. If the COMSEC information has been incorporated into other
documents by the receiving Agency, referral to the NSA/CSSis necessary before
declassification.

E4.1.4.2. SIGINT Information

E4.1.4.2.1. If the SGINT information is contained in adocument or
record originated by aDoD cryptologic organization, such as the NSA/CSS, and is in the
files of anon-cryptologic agency, such material will not be declassified if retained in
accordance with an approved records disposition schedule. If the material must be
retained, it shall be referred to the NSA/CSSfor systematic review for declassification.

E4.1.4.2.2. If the SIGINT information has been incorporated by the
receiving Agency into documents it produces, referral to the NSA/CSSis necessary
before any declassification.
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ES. ENCLOSURE 5
DEPARTMENT OF STATE AREAS OF INTEREST

E5.1.1. Statements of U.S. intent to defend, or not to defend, identifiable areas, or
along identifiable lines, in any foreign country or region.

E5.1.2. Statements of U.S. intent militarily to attack in stated contingencies
identifiable areas in any foreign country or region.

E5.1.3. Statements of U.S. policies or initiatives within collective security
organizations (for example, North Atlantic Treaty Organization (NATO) and
Organization of American States (OAY)).

E5.1.4. Agreements with foreign countries for the use of, or access to, military
facilities.

E5.1.5. Contingency plans insofar as they involve other countries, the use of
foreign bases, territory or airspace, or the use of chemical, biological, or nuclear
weapons.

E5.1.6. Defense surveys of foreign territories for purposes of basing or usein
contingencies.

E5.1.7. Reports documenting conversations with foreign officials, that is, foreign
government information.
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E6. ENCLOSURE 6
CENTRAL INTELLIGENCE AGENCY AREAS OF INTEREST

E6.1.1. Cryptologic, cryptographic, or SIGINT. (Information in this category shall
continue to be forwarded to the NSA/CSS in accordance with enclosure 4, paragraph
E4.1.4. The NSA/CSSshall arrange for necessary coordination.)

E6.1.2. Counterintelligence.
E6.1.3. Special access programs.

E6.1.4. Information that identifies clandestine organizations, agents, sources, or
methods.

E6.1.5. Information on personnel under official or nonofficial cover or revelation
of acover arrangement.

E6.1.6. Covertly obtained intelligence reports and the derivative information that
would divulge intelligence sources or methods.

E6.1.7. Methods or procedures used to acquire, produce, or support intelligence
activities.

E6.1.8. CIA structure, size, installations, security, objectives, and budget.

E6.1.9. Information that would divulge intelligence interests, value, or extent of
knowledge on asubject.

E6.1.10. Training provided to or by the CIA that would indicate its capability or
identify personnel.

E6.1.11. Personnel recruiting, hiring, training, assignment, and evaluation policies.

E6.1.12. Information that could lead to foreign political, economic, or military
action against the United States or its allies.

E6.1.13. Events leading to international tension that would affect U.S. foreign
policy.
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E6.1.14. Diplomatic or economic activities affecting national security or
international security negotiations.

E6.1.15. Information affecting U.S. plans to meet diplomatic contingencies
affecting national security.

E6.1.16. Non-attributable activities conducted abroad in support of U.S. foreign
policy.

E6.1.17. U.S. surreptitious collection in aforeign nation that would affect relations
with the country.

E6.1.18. Covert relationships with international organizations or foreign
governments.

E6.1.19. Information related to political or economic instabilities in aforeign
country threatening American lives and installations therein.

E6.1.20. Information divulging U.S. intelligence collection and assessment
capabilities.

E6.1.21. U.S and allies defense plans and capabilities that enable aforeign entity
to develop countermeasures.

E6.1.22. Information disclosing U.S. systems and weapons capabilities or
deployment.

E6.1.23. Information on research, development, and engineering that enables the
United States to maintain an advantage of value to national security.

E6.1.24. Information on technical systems for collection and production of
intelligence, and their use.

E6.1.25. U.S. nuclear programs and facilities.
E6.1.26. Foreign nuclear programs, facilities, and intentions.

E6.1.27. Contractual relationships that revea the specific interest and expertise of
the CIA.

E6.1.28. Information that could result in action placing anindividua in jeopardy.
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E6.1.29. Information on secret writing when it relates to specific chemicals,
reagents, devel opers, and microdots.

E6.1.30. Reports of the Foreign Broadcast Information Service (FBIS) (-- Branch,
-- Division) between July 31, 1946, and December 31, 1950, marked CONFIDENTIAL

or above.

E6.1.31. Reports of the Foreign Documents Division between 1946 and 1950
marked RESTRICTED or above.

E6.1.32. Qinformation reports.
E6.1.33. FDD trandlations.

E6.1.34. U reports.
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